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Abstract

Layer of Protection Analysis @QPA) is a simplified risk assessment method
that provides an order of magnitude estimate of the risk of a potential
accident scenarib.Humans can be the cause on an accident scenario (the
Initiating Event [IE]) or humans can serve or participate as@ependent
protection layer (IPL). In either case, estimating the likelihood of the
human error and measuring the human error rate at a site are troublesome
tasks within the LOPA framework, which is one of the reasons some
companies do not give any creftit a human IPL.
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Identifying and sustaining independent protection layers (IPLs) is the heart
of LOPA. Each IPL must be:

independent of the initiating event (IE) and the other IPLs
capable (big enough, fast enough, strong enough, etc.)
maintained or ket in practice/service

validated/proven to provide the probability of failure (PFD) chosen

E ]

and all of the above must be documented and audited periodically to ensure
compliance with these definitions.

There are many types of IPLs, and some are morevioty than others,

hence the difference in the PFD of IPLs. As just mentioned, one possible
type of IPL is a Human IPL. These include preventative steps that may stop
a scenario from progressing once it is initiated, but more typically the
human IPLs ee responses to alerts or alarms or troubling readings and
sample results.

This papelbased on a similar paper from 26)L6iscusses the data needed

for adequately counting the human in a LOPA (and other risk assessments),
and includes discussion of ttieeory of human factors. One key focus of

the paper is on practical means for collecting raw data in a plant setting for
substantiating the error rates for the site, and especially for crediting a
human IPL Themethod for data collectiocovers the tiaing requirements

that should be met, proof drills for response to alarms, simulations and tests,
and frequency of proofand of course the effect of human factors on human
error rates.Actual plant data and tests are included in the paper to

provide the reader with some examples of how a simple data collection

and validation method can be set up within their companies. This paper

also provides an overview of an alternative method for estimating the PFD
of a Human IPL, based guiant and scenarigscific factors (such as stress
factors complexity,and communication factors)

1. Human Error Fundamentals

Human errors are sometimes mistakenly called procedural errors. This is not true
anymore than saying all equipméailuresare due to design errorQver the past 5

decades of research and observation in the workplace on human error, we have come to
know that human error probability depends on many factors. These factors are described
in more detail elsewhetéut they include:

1 Procedure accuracy apdocedure clarity (the number one most sited root cause
of accidents):



0 A procedure typically needs to be 95% or more accurate to help reduce
human error; humans tend to compensate for the remaining 5% of errors in
a written procedure.

o0 A procedure must ctgly convey the information and the procedure must
be convenient to use.

0 Checklist features These should be used and enforced either in the
procedure or in a supplemental document.

o For human response IPLs, a checklist is not always practical; in fact a
troubleshooting guide (rather than a prescriptive, linear procedure) is
usually required since we do not always know what condition a process
will be in before a serious problem begins that requires humans to respond
(as a humaibased IPL)

1 Training, knowkdge, and skills

o Employees must be selected with the necessary skills before being hired or
assigned to a department.

o Initial Training— There must be effective, demonstration based training on
each proactive task and each reactive (e.g., response t9 &akm

o Ongoing validation of human action is required and usually must be
repeated. For human | PLs, the action
enough” as w+petific Datarapproach, hatidati®n carebe
done in actual performance (measuremgprs to responses to actual
alarms) or in drills/practice. Or the human performance can be validated
by Expert Judgment, Generic data, or by Predictigppendix B and C
provide examples of two methods for validating human IPLs (and
estimating humardFs).

o Documentatior-the actual performance of the humans or alternative
validation approaches must be documented and retained to demonstrate
the error rates chosen are valid.

1 Fitness for Duty- Includes control of many suflactors such as fatigue, stses
illness and medications, and substance abuse.

1 Workload managemenrtToo little workload and the mind becomes bored and
looks for distraction; too many tasks per hour can increase human error as well.

1 Communicatior- Miscommunication of an instructiasr set of instructions or of
the status of a process is one of the most common causes of human error in the
workplace. There are proven management systems for controlling
communication errors.

1 Work environment Factors to optimizenclude lighting, nois, temperature,
humidity, ventilation and distractions.



1 Human System InterfaceFactors to control includayout of equipment,
displays, controls and their integration to displays, alarm nature and control of
alarm overload, labeling, colmoding, fod-proofing measures, etc.

1 Task complexity- Complexity of a task or job is proportional to the (1) number
of choices available for making a wrong selection of similar items (such as
number of similar switches, number of similar valves, number of sinidarasd
shaped cans), (2) number of parallel tasks that may distract the worker from the
task at hand (leading to either an initiating event or failure of a protection, layer
(3) number of individuals involved in the task, anylj(#lgmentor
calculationinterpolation, if required For most chemical process environments
the complexity of the task is relatively low (one action per step), but for response
actions (human IPLs) theegealmost always other tasks underway when the out
of-bounds readingccuss or the alarm is activatednd as mentioned earlier, we
cannot predict what state the rest of the process will be in when then alarm comes
on.

In addition to thee human factorsther considerations for use of a human as an IPL
include (1) time availdb to perform the action and (2) physical capability to perform the
action.

When considering human IEs and IPLs, the site mustremisat the human factojsst
listedare consistently controlled over the letggm and that they are controlledao
adequatedegree during the modé aperation for the particularly LOPA scenaribor
instance, if the workers are fatigued following many extra hours of work in-avee&
period leading up to restart of a process, then the human error rates can inceease by
factor of 10 or 20 times during startepd so a LOPA scenario for startup would need to
take these into consideration

Revealed versus Unrevealed Errors for HumaAs with equipment failures, human

errors can lead to a revealed fault in the systegn, e flow does not start) or to an
unrevealed fault, such as the block valve downstream of a control valve is left closed, but
the failure is not revealed until the control valve is used. If the error is revealed, then the
error can be corrected or cpansated for. If the restoration/correction time is

sufficiently short, then the probability of being in the failed state is much less for a
revealed failure than for an unrevealed failure, which is only discovered upon testing or
inspection.

2. General Relationship of Human Factors to LOPA

Every risk assessment must comesithe likelihood and effect of human factoFor

LOPA, poor human factors can lead to higher human error rates that increase IE
frequencies and that increase the PFD of a human IRLofamther IPLs indirectly).

Table 1on the next page summarizes the human fassoleghat relate directly to

LOPA. The table contrasts the impact of good and poor human factors on initiating event
frequency (IEF) and othe PFD ohumanbasedndependent protection layers (IPLS).



Table 1. Considerations for Getting Low Human Error Rates

Requirement for claiming a low
error rate for humans causing an

accident (usually skipping a step
or doing one wrong)

Requirement for using a low probability of failure
on demand for a human as a protection layer
against an accident (usually a response to alarm)

Comments

The total time to: detect deviation, diagnose the The reliability of the indication (sample &
problem, decide on proper action, and take action must | analysis in lab, field reading, etc.) or
Time to NA be less than the time required to reach the annunciation (alarm of the deviation)
perform action consequence of interest or MART. The term "maximum | may limit the value for the human action
allowable response time" (MART) is used throughout IPL. Operator must be reliably available
this guideline. to quickly respond.
If the final control requires closing a
manual block valve, the action and
It is physically possible to perform the control action strength required must be verified in the
required to forestall the consequence of interest, and field (some valves take several operators
Capable NA the capability has been demonstrated and is not the more than 1 hour to close, even with a
limiting factor in the human action (e.g., the operator is valve wrench or cheater). This usually
strong enough to do the required task) requires preventive maintenance or
equipment use as part of a ‘critical
action.’
Step must be in procedure. Not
completing the step as stated and in
gﬁ?;?si?g:;iéﬁgig?gsgs ?; ;ehr(reors Step should be in a trouk_)le-sh_ooting guide or similar
IE. The step is a critical step and is contlngencyt[r)]r(ic_e(;ure (|ncl;1d|ng em?_rgbelncy s_r;ugljown Note that we assume there is a 100%
indicated as critical in the procedure g(raorggngrzl)éctr?)nli?:;\rlllfgﬁglru;:wmg Si;rﬁr:aklagei\c/)atlriu;;-n chance of skipping the required step or
Procedure or with a warning or caution. The shooting guides within a distributed control system doin_g it subs_tantially wrong if the step is
procedure must follow "best [DCS] for an alarm point) that describes how to respond not in the written procedure or if the step
practices" for control of human error; L written is wrong or in the wrong
best practices relate to content toa process deviation. The response procedure follows sequence.
accuracy, page format, and step best practices as well; follow th_e_currsent rules for
i ' procedure development and writing.
presentation. Follow the current rules
for procedure development and
writing.?
Checklist Checklist in place and its use is NA Without a checklist, the error rate goes
enforced. up by a factor of 3 to 5 times.




Requirement for claiming a low
error rate for humans causing an
accident (usually skipping a step

or doing one wrong)

Requirement for using a low probability of failure

on demand for a human as a protection layer
against an accident (usually a response to alarm)

Comments

Initial Training

There is initial training focused on this
step as a critical step

There are initial training and drills on the response to a
deviation; and the deviation is annunciated.

Note that we assume there is a 100%
chance of skipping the required step or
doing it substantially wrong if the step is
not emphasized in initial training.

Ongoing
validation (or
practice) of
human action

Steps must be practiced, but for
seldom-used procedures, this
practice (normally in the form of a
talk-through for shutdown or startup
of a continuous unit) can be just prior
to use. Practice rate increases
reliability per action (due to increase
in skill), but Actual Use Rate also
increases the number of opportunities
for failure. These factors can offset
each other completely. Per CCPS,
Guidelines for IPLs and IEs (2011)*,
there are limitations on error rates
that account for "practice" versus
"error rate per task demand" that are
incorporated within the Human IEs.

Steps must be practiced routinely enough to assure the
reliability of the action under the increased stress
caused by the alarm/indication. The time it takes to
complete the action must be validated, to ensure
response time limits are not exceeded. For the Site-
Specific Data approach to validation, each person who
is expected to implement the action "on demand" must
perform the practice/drill per the assigned frequency of
about once per year. Per the Predicted Data approach
to validation (see the brief example at this end of this
paper for an example), the PFD for the human IPL is
estimated by calculations using factors based on the
quality of the underlying management systems,
procedures, and training; and based on the level of
stress involved with the response task. Other methods
of validation may also be used, as described in the
upcoAming textbook from CCPS, Guidelines for IPLs and
IEs.

It is normally possible to group similar IPLs along the
classification of similar types of actions and similar
available response times. When grouping is possible,
then validating one action will in effect be validating all
similar actions. This paper provides an example of
grouping, if validating using Site-Specific drills of
response actions.

Note that we assume there is a 100%
chance of skipping the required step or
doing it substantially wrong if the step is
not practiced often enough (to be
determined by the site).




Documentation
of validation of
human action

Requirement for claiming a low
error rate for humans causing an

accident (usually skipping a step
or doing one wrong)

Documentation methods depend on
the validation method chosen.
Validation based on Expert Judgment
or Predicted Data approaches would
require the site to maintain sufficient
documentation, including calculations
and description of methods, for the
individuals IEs or groupings of IEs.

The Site-Specific Data approach to
validation requires more effort since
the site would need to document
each practice (i.e., each startup and
each shutdown) and document
failures rates for ‘critical steps'. For
this same validation method, the site
would keep the file of the validation
associated with the task and also with
each worker. Though more time
consuming on documentation, this
method may produce more side
benefits that out weight this cost.

Requirement for using a low probability of failure
on demand for a human as a protection layer
against an accident (usually a response to alarm)

Documentation methods depend on the validation
method chosen. Validation based on Expert Judgment
or Predicted Data approaches would require the site to
maintain sufficient documentation, including
calculations and description of methods, for the
individuals alarm response actions.

For the Site-Specific Data approach to validation, the
site would need to document each practice (i.e., each
response) and document failures rates for ‘critical
response action.' The site would also keep the file of
the validation associated with the "action’ and also with
each worker. If a sample plan method is used, the
same data as above is still required, and further, the
data should be checked each quarter to ensure against
inadvertently using the same IPL and same operator
too often.

Comments

Note that we assume there is a 100%
chance of skipping the required step or
doing it substantially wrong if the step is
not practiced as often as necessary (to
be determined by the site) or if there is
no documentation of the completed
refresher training or just-in-time training
for an IE, or of drills for an IPL (if drills
are part of the validation method).




Control of
related
physiological
and
psychological
stressors (see
SPAR-H, NRC,
2007)

Requirement for claiming a low
error rate for humans causing an

Requirement for using a low probability of failure
on demand for a human as a protection layer

accident (usually skipping a step against an accident (usually a response to alarm)

or doing one wrong)

A F a ti iCagmpany policy and enforcement to limit fatigue, including limit of hours worked per
day and per week, and including restrictions on hours worked outside of work. Can affect error
rates by factor up to 20X.

A Ot her f it nesGompahypdicytand erifoscement ® limit effect of alcohol & drug
abuse, iliness, prescription drug effects, and personal life stress effects. Can affect error rates
by factor up to 50X.

A Wo r k Workdodd needs to be managed to optimize worker performance. Enough stress
(time/task load-based), but not overstress. (Workload is also related to the complexity of the
work. Complexity increases mental workload, even if the number of tasks per hour is not
affected.) Workload evaluation may be necessary. Can affect error rates by a factor up to 10X.
A Co mmu nii Theasécond most common cause of human error, the site must guard against
miscommunication by having a policy and rules and follow-through for controlling verbal and
visual communication. Rules include repeat-back on instructions received and use of common
jargon. Poor control of communication rules can increase human error rates by 10X.

A Wor k e n ¥ Temperature, tighting, noise, distractions, ventilation, etc., has been
optimized to improvement worker performance. Can affect error rates by factor up to 5X.

A Hu +8pstem Interface i Includes control-display-information integration, labeling, error-
proofing designs, color-coding, alarm management, etc. Poor human-system interface control
can increase human error rates by 10X or hi
negative effect of 20-50X is assumed).

C o mp i @omplexity of a task or job is proportional to the (1) number of choices available
for making a wrong selection of similar items (such as number of similar switches, number of
similar valves, number of similar size and shaped cans), (2) number of parallel tasks that may
distract the worker from the task at hand (leading to either an initiating event or failure of a
protection layer, (3) number of individuals involved, and (4) judgment or calculation/interpolation,
if required. For most chemical process environments the complexity of the task is relatively low
(one action per step), but for response actions there is almost always other tasks underway
when the out-of-bounds reading or the alarm is activated. Complexity is difficult to predict (since
it is not known when a human action will be needed), but higher complexity can increase error
rates by 2X to 10X.

g

Comments

All of the listed human factors (beyond
the procedure and training and skills
listed above) have a large, independent
influence on human error rates. A large
negative swing in any one of the factors
can increase human error rate by a
factor of 3 to 50 times.




Qualitative
hazard
evaluation

Requirement for claiming a low
error rate for humans causing an

accident (usually skipping a step
or doing one wrong)

There has been a hazard evaluation
of the scenario for skipping the step
and doing it wrong and a hazard
evaluation team has evaluated the
consequences and safeguards.

Requirement for using a low probability of failure
on demand for a human as a protection layer
against an accident (usually a response to alarm)

The human action in this case is a safeguard that is
called into play once a sequence of events is initiated.
The human action (following the trouble-shooting guide
or the emergency shutdown procedure) is to make a
change of state in the system to prevent propagation of
the event to the stated consequence. The hazard
evaluation has evaluated the human action (and any
annunciation device unavailability) in judging that this
“critical responsive action" is capable, reliable, and
audited.

Comments

It is essential that a company finds
accident scenarios that can arise during
all modes of operation, including startup,
shutdown, emergency shutdown, and
online maintenance.

Use of multiple
successful
human actions
within a
scenario

Making multiple mistakes (including
shortcutting multiple steps) is the
same probability as making a single
mistake, if the "safeguard" steps
amount to ensuring the same state in
the system. The human who makes
the errors sees this as performing the
task by method B instead of method
A. Method B could have different
steps or less steps that method A.

If one person in a workgroup is assumed to make the
mistake that is the initiating event, then it is assumed
that no one in the workgroup can be part of the
protection layers. Further, supervisors are also part of
the workgroup, due to the trust/relationships that build
quickly.

Seemingly unrelated workgroups, such as maintenance
and operations, usually build enough trust to rule out
counting as separate groups.

For a group/individual to be counted as a safeguard
against the errors by another human error, the detection
and response group must not share staff, must have an
incentive to find mistakes and report/respond, and near
miss reporting and auditing both indicate that
independent measurement and action is occurring.

An exception that is normally allowed is to re-use a
workgroup or individual if the second action/response is
separated by distance (location) and/or separated by
enough time and/or there is a reminder alarm for the
same alarm (the alarm that was missed earlier) that
recurs often enough in the allowed time to still avoid the
consequence.

It is difficult to use a human response
safeguard, if a cause of the predicted
accident sequence is a human error. A
human reliability analysis (HRA) is
typically done to verify the human
protection layer probability in this
situation.




If all of the factors were optimized, one would expect about 0.01 per task as an IEF and
about 0.05 PFD (which would normally be rounded up to 0.1) for response to alarms or
call for actions (human IPLs), but such an analysust be made on a cdsgcase basis,
especially for the PFD of IPLs.

3. Types of Human Errors of Importance in LOPA
Human error comes in many forms, but the primary ones of interest in LOPA are:

Human errorsthat directly relate to human IEs and humalLs
T Errors in following proactive procedures, such as startup of a unit, that results in
an initiating event of a LOPA accident scenario
T Errors in responding to a call for action; if performed correctly such actions
would interrupt the scenario and pravéhe consequence

Human errors thatindirectly relate to LOPAcomponentbased IEs and IPLs
T Errors when following management systems that lead to higher failure rates of
components

The examples belowlustrate both types of human error that directly affect LOPA.
(Human errors that indirectly effect component type of IEs and dirbdiscussed near
the end of thipaper)

3.1 IE Caused by Human Error

In NUREG/CR1278- The Human Reliability Handlwk (Dr. Alan Swain was the
primary author)error rates were tabulated from various sources, including some
empirical data. For errors that colld considered initiating events have begrtracted
and includedn slightly amended forrbelow as Table 2 tbaw.

Table 2. Errors of Omission versus Error Probability®

Omission of Item Human Error
Probability

When procedures with chedif provisions are correctly used:
(1) Short list, less than or equal to 10 items .001
(2) Long list, greater than 10 items .003
When procedures without cheokf provisions are used, or when availa
checkoff provisions are incorrectly used:

(3) Short list, less than or equal to 10 items .003
(4) Long list, greater than 10 items .01
(5) When written procedures are aagille and should be used b .05

are not used:

This tableshows the estimated probabilities of errors of omis@en item of instruction



when use of a written procedure for a task is requifidee probabilities in the tables
above assumes that humawtbrs are optimized as well, which includes providing an
accurate and easy ftollow procedure, good controf &itness for dutyfactors (including
controls against fatigue), goodntools against miscommunication, training/practice (or
actual performangeat least once per year, etc., as described earlier.

Since stanp (for a continuous procests)when most accidents ocdi®0% of major

accidents in the chemiealated industry occurs during startup mode of opergtiont

and since the causes #ypically due to human error, it ppropriate tase that aan
example. Ifall human factors are optimized, the probability of human error tedehal
be0.003 per step, which we would round up for Basic LOPA®d @rrors per step. It

may appear threthat 0.01 is a conservative value for human ehiatr consider that there

are few (if any) chemical plant sites that have optimized most of the human fafors.

poor control of certain human factors can have a multiplying effect on the human error of
3 to 50 timesso the real error rate for use of a startup procedure after a maintenance
turnaround could be as high as 0.2 (as was approximately the case during the BP Texas
City Accident in March, 2005)It is dangerous to use the value of 0.01 errpex step

per opportunity as representative of the error rates at a givenwitlout sitespecific

data Some analyst believe that in the absence of site data, these values can be applied,
but perhaps it is best to scale the values upward (use highesrbasetes) if the site
determines that the human factarenot optimized. This concept is described at the end

of the paper.

3.2 Human Error Related to Human-Based IPLs

Again, fromThe Human ReliabilitfHandbook’, estimatesvere provided for the

probability ofthe humarno respond correctly and in time following an alarm

(annunciation). Figuré below extracted from the handbopis for response by control

room personnel to an abnormal event. This represents the time it takes teelidgno
problem given there areorother alarms and given that all human factors are optimized,
including practicing the response once per year or more often. The error probabilities
given are the joint probability of failing to notice the alarm and failure tondisg the

situation correctly.Note that this study was done for nuclear plant control rooms that
always have several operators available to potentially respond. Many chemical plants do
not have this level of control room staffing.
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Figure 1. Errors Probability versus Time Available to Respond®
NOTE: HEP refers to Human Error Probability. Pr refers to the prolyabilimaking a diagnosis error.

Note from Figure that the more time tdetect andliagnose the ptem, the lower the

chane of error. But Figure lonly tells part of the story. After diagnosis, the operator,

perhaps with help of others, must then respond appropriately to prevent the scenario from
propagating to the next protection layer or to the ultimate consequencsurmlcf the

time to detect, annunciate, diagnose, and complete the proper response must happen
within the time available, is best termed “n
WhiChjilS usal in this paper (and in the upcoming CCPS t&udijdelines for IPk and IEs

(2011).

MART is themaximum duration for a given IPL to detect an out of limit condition, fully
execute its safety function, and bring the process to a safe ktigte. property

(constraint) of many IPLs which the LOPA team imposes basédm@nledge of the

scenario timeline and feeds directly into setpoint selection for ISF (and other active IPLs)
and checking frequency for proactive human actions such as routine rounds. It is useful
where time is a critical element of IPL design (i.eplegs to active but not passive IBLs

The MART must be known for a site to judge if a specific human response can qualify as
an IPL (given other criteria of an IPL is met; $&@PA 2007 for guidelines on

qualifying an IPL).

When an operator on roundbserves a failure that he/she is specifically looking for

(e.g., small leak in a pump seal or flange) he/she must assure the leak is repaired. The

LOPA team specifies this MART based on the anticipated progression of the failure.

MART would be significat for an analytical test which detects that the process is leading

to (but has not yet achieved) an unsafe state (e.g., wrong composition feeding a post

reaction tank based on low conversion where there is still time before the tank overheats).

For otheranalytical tests such as identity check before offloading a railcar the procedure

step order is critical and time is not (thus

It is generally assumed that if the problem is detected (such as by hearing an audible
alarm) andifthedagnosi s i s correct, then the action
the detection/diagnosis, as long as there is time to fully complete the response action.
The norm therefore is to use a PFD of 0.1 if the response can be performed within the
MART and if the MART is equal to or greater than 20 minutes (so the complete detect
diagnoseresponse steps are accomplished in 20 minutes. Note that some organizations
use a lower limit of 10 minutes or even 5 minutes for MART for Human iRbge
detectdiagnoseresponse steps are all accomplished in a control room. A value of better
than this (lower error rate) is normally not allowed in Basic LOPA. From an advanced
topic perspective, however, Human Reliability Analysis (HRA) will often use a PFD of
0.01for MARTSs greater than 40 minutes but care must be taken to assure that controls



used for annunciation or response are appropriately improved to SIL integrity.
Performance of HRA and documenting the basis for lower probability values requires a
level of dfort and a degree of education/experience far beyond the redgamreuhg to
perform Basic LOPA

4. Human Errors as Related to IEs

Human errors that result in 1B$ major process incidengse usuallyoccur during
startup; one definitive study (Rasssen, 1989)and a survey of the major accidents in
the past 20 yeatshow that roughly 65% ahajor processaccidentsn chemicalrelated
process plants occur during staramon-line maintenance. Further, errors during
normal shutdown or emergencyustiown together represent about 10% of the IEs caused
by human errors(Otherstudies show thahostminor releases, such as packing leaks,
occur during normal operatignHuman errorsluring normal operatioresult in less than
25% of theand include sth issues as performing a step wrongrm operation in
manual modesuch as when a process controltebypassedr by external impact (one
major accident during normal operation occurred whismlatruck hit and broke off a
drain valve).

The two prinary ways to find accident scenarios caused by human error (before the
accident occurs) are:

1 Prediction of the accident scenario in PHA of all modes of operation, especially
startup and shut down procedures. Most PHA/HAZ@®rldwide are weak on
finding accident scenarios during nooutine modes of operation. Overcoming
this weakness is critical and related methods are explained in Chapter 9.1 of the
%%idelines for Hazard Evaluation Procedure® Bition® and in several papers

1 Getting a lot dbnear misses reported and investigated; usually having at least 15
times the number of near misses reported as accidents occurring is needed to have
a 90% chance or higher of preventing the magmidents™*2 The ratio of near
misses report to acadts occurring is relatively low at most companies world
wide, so this is low hanging fruit for many companies.

For LOPA, the ways testimateand validate human IEFs (amdlidatePFDs of IPLs)
includeexpert opinion, using industry values, calculafimm human reliability factors,
or direct measurement at the siféhis papeprovides examples of how to validatn
IPL by Predicted Datéa brief example at the end of the pageyn human reliability
factors and by using direct measurement at treeiecific Data, respectively.

To help minimize human errors that could be IEs, many companies will review a normal

shutdown or normal startup just before its next use. This has pooeeffective way to

reducehuman error in chemicatlated industrie. Nuclear power plants also perform
such-intjiuset (JI1 T)” refresher training on norm
procedures. If a site records the errors that are made during such tasks, then the



company can validate the average |IEF for thdt el so the site will have a better

estimate of the error probability. Further, if the measured rate is too high, they can take
proactive steps to lower the error rate. Errors can be measured either in actual practice in
the field or via simulators. Hy can also be roughly estimated by analysis of near misses
reported (if the number of near misses reported is atl&ashes higher than the

number of loss events accident’ *2

Below is an example of data from one site that was collected toagstihe IEF for
mistakes made during normal startup:

EXAMPLE - Initiating event frequencydata collection and useln one
company, the operating group was able to provide the data on the following
page for errors made during startup of various urBased on this data, the
average probability of human error was 0.0071taeciumber of errors per
yearthat could lead to a known accident sequemas 017 (but note that if all
errors are counted, the average error rate would be 0.28/gr)basic LOPA,
this value is rounded up an IEF of 1/yrfor initiating events arising from these
and similar procedures at the sitgee Table8 on the next page for the raw
data.

Chemicairelated process plants should collect such data to understand and viaédate t
initiating event frequency caused by human error. This data would then be used to
validate the values for IEF used in LOPA and other risk assessments.

5. Validation of Human IEs and IPLs by Site-Specific Data

A 0.1PFD value for a human response indésathat the correct response occurs at least 9
out of 10 times (or no more than 1 wrong response for eveaytdfpty. Most
organizations will have identified many human responses involving a number of
personnelas part of their LOPA studiesSome orgnizations believe that if they have a
procedure and a training program in placaf they can claim the PFD value of fot a
Human IPL. This is no truer for a human IPL than it is for an active compbasat

IPL.

As required for all IPLs, aumanIPL must be validatedThe Preferred approatb

validation is direct measurement or testing of the human response (under controlled
conditions or drills); but other methods of validation can include Expert Judgment, using
data from other comparable segfs (Generic Data method), and estimation of the PFD of
human IPLs by mathematical modeling (Predicted Data methodns@eample of this
method later in this paper)

On the next few pages are the options for validating humanwihsite-specific data.
Thesenclude:

1 100% testing for each human responder anegdch action to be taken
1 Sample plan testing of random combinations of human responders and actions.



One key focus of this paper is discussion of practical means for collecting raw data i
plant setting for substantiating the error rates for the site, and especially for crediting a
human IPL Themethod for data collectiocovers the training requirements that should
be met, proof drills for response to alarms, simulations and éedtfrequency of proofs,
and of course the effect of human factors on human error ratésal plant data and

tests are included in this paper provide the reader ith some examples of how a simple
data collection and validatiomethodcan be set up with their companies.



Table 3. Site data on Human Errors related to Initiating Event Frequency (IEF)

Number of
Task for which Number of Number of Number of Errors That Human Error Error Rate
a Potential . Number of Initiated a S L
o steps in the Uses of the Human Errors : Probability per | (probability of
Initiating rocedure rocedure Noted Years of Data Potential Ste error per year)
Event exists P P Accident P Pery
Sequence
1. Startup of 46 4 2 6 1 0.0109 0.17
Process A
2. Startup of 71 5 3 6 1 0.0085 0.17
Process B
3. Startup of 55 4 2 6 2 0.0091 0.33
Process C
4. Startup of 56 4 0 6 0 0.0000 0.00
Process D
Average: 0.0071 0.17
IEF for LOPA
llyr

for site:




As mentioned earlier, if a site has a very good system for reporting and investigating near
misses, then this can be used to find site specific data for human errors (including both
IEs and failure of human IPLs). Another way to collectsgecific data on error rates is

to measure them with tests or drills of the action; and for human IPLs discuss later,

the results may need to be adjusted to account for actual stress levels of a response. This
is not commonplace in the chemical industry, but the US Nuclear Regulatory Agency
(NRC) in 10 CFR 55.45 and 5589equires that all power plant openatde tested once

per year on abnormal procedures. This testing is mostly related to humans involved as
IPLs. 10 CFR 55.45 and 55.59 also allude to the possibility of using a test of a
representative sample of human responses, but we address thidatptionthis section

of the paper.

This response can be demonstrated by walkthroughs in the field or using simulators of the
process unit. The nuclear power industry uses this approach for validating response by
control room operators, but many in theemical industrghinkt hi s wi | I take “to
t i mAs ah example of the effort required, one nuclear power plentates about 200

hours per year per operator for refresher training activities, including 60 hours per year
per operator for demonstian of skill in responding to critical alarms (from Tennessee
Valley Authority [TVA] internal requirements to meet the performabased

requirements of NRC regulations 10 CFR 55.45 and 5588k equals about 3% of the
work-year for an operator. (Thexample below and also the example of the saipigle
approach discussed later shows how this investment of time to measure response
effectiveness can be reduced by a factor of 10 or more.)

Consider the following as an example of the application oinigihod of ésting
responses for 100% of the triggens 100% of the operators atclemical plant:

Background: The operating area being evaluated Hasperatorgspread across
4, rotating shifts of workand 130 identified (from a hazards analysis bOE&A)
human response IPLs.

Validation Test The “tests” are documented on a
various alarm conditions; these are the events (triggers) for a scenario identified in

the hazards analysis (and LOPA) to be protebtethe gven human response

IPL.

Demonstrated ResultA correct answer (success of the IPL) is the desired
response to the alarm scenario. A wrong answer (failure of the IPL) is any other
response than the one desired or a response that takes t@ohgeg han the

MART, defined eatrlier)

Estimation of Resources Requirements for 100% Testing ScheBwow is an
estimate of hownuch test effort is needed to ensure that training and retraining
programs are sufficient to validat®d value for the PFD of albf these

identified human response IPLs:



1. Determine the number of test to be performed. This would be the
number of human response IPLs multiplied by the number of people who
are expected to respond (perform as the human IPL) at some point in the
futureduring their own shift.This example would yiel@600 (20 x 130 =
2600) discrete tests for one test of each combination of trigger and human
responder (which makes up théd IPLs).

2. Determine the test frequency. It is difficult to get consensus on this
value. One documented example is from the nuclear industry. The US
NRC regulation for control room operators (10 CFR 55.45 and 55.59)
requires annual demonstration of proficiency in response to critical alarms
and signals.On the surface, testing onper year per alarm may seem
unlikely to give a 90% chance of proper response to every alarm, except
for the factthat response to one alarm is normally similar to response to
other alarms, so the operator is in essence getting pnacéce on
similar alarms as they perform each demonstration. Operators under this
regimen of recertification have shown a 90% chance or better of proper
response (detection, diagnosis, and action) within 10 minutes of an
annunciation of an event of intereBb(n TVA tests, btialsoinferred
from, nuclear power plardata, since the basic control room regimen of
testing each operator with each action each year was essentially the same
in the 1970s as they are now). For this example, a frequency of 1
validation per year is clsen.

3. Determine the time required to perform each test. Assuming 10
minutes of allowed response time for success (per alarm/trigger), then the
test time for the organization would B&,000 minutes or about30 staff-
hours (22 hours per operator per pdrimost likely the period would be
once per year With a frequency (test period) of once per year per alarm,
this equates to about 1% of the normal staffirs for a worker in the
USA. (Note: An equal amount of time would also be required to
record/docment the training record for the test [once the tracking system
for such demonstrations is set up], but this is likely not a load the operator
will have to bear.Also note that testing only a sample of these responses,
discussed later, would reduce thadaconsiderably.)

5.1 Actual Example of Using Tests/Drills (site-specific data collection) to Validate
Human Response IPLs

Up until now, the actual effort to collect such data has not been well documented in the
literature, though many chemical compesjirefineries, and nuclear power plants do
validate human response using this method. Recent reseatuledghiemical
companiegone in Malaysia and one in Texas, USA and one in Cammdajmented the
effort required to validate human response IPLagiSiiteSpecific Data. The following

is an excerpt of the research results.



5.5.1 Validation Setup:

A simple test was use in measuring the response to an alarm condition. The test was not

meant to measure the probability of detection of the alarm, lharratas meant to
measure the time and success in determining and accomplishing the proper response to
critical alarms as part of human IPLs. Thekeemical plants belonging to large

organizations performed the test.

The test involvedhavingmultiple opaators in one unit of one plant/sitene for each

company)perform responses to critical

human IPLs.The actual response and time of response was measured, but essentially the

procedarms. These alarms were related to

tests were setup as ap a sfail” —onrother words, the test were to determine if the
operatorsvere ablao respond as desired/expectedthin the allotted MART.To run
each test, the plangsinted adata cardthe size of an index cardpd handdit to an
operator chosen at ramah. Figure 2 isan example of such an index card.

Human IPL Validation Test/Drill
Max. Allowable Resp. Time
Response Task: (MART) Response Time:
LAH for Tank 105 15 minutes 5:20 minutes
Date of Test: Time/Shift: Employee Number:
1/23/10 07:35/A 23122
Pass/Fail:

Figure 2: Example of card used to administer validation of a single human IPL

Note that the card contains an estimate of the MARS defined earlier in this appendix
and elsewhere in thiguide; this is the time an operator baperform the task once the
alarm is received until it is too late take any further action. The time it took to print
and hand out the index card was minimal.

5.1.2 Validating/Testing:

A humanresponse IPLf ai | ed”

if the operator coul

prevent the hypothetical outcome within the MART (defined earlier). The person

administering the test timed the operator response and recorded the results. (Again note

that these tests ditbt validate the probability of an operator failing to detect an alarm.)

Each test took 25 minutes to administer and less than 1 minute to record the data. The

validation was performed by multiple operators on multiple sfoftsandomly selected

alarms The tests were administered by a shift supervisor, a shift engineer, or in some

cases, a process safety coordinator.
proof testqvalidations)and therthe site

It is likely another operatoracimoidister most
management could audit some peagenof the

tests to help ensurg@ainst bias.If the operators test each other, then the time to

d

not



administer a test i1s likely not significant
regardless for their other dutieShe total time for the testaried but thesites that

performed the test considered the time to adminikeetest to beninimal; thelargest

effort wassimply for someone other than the operatortableer e t o “i ndependen
measure the operator®s response ti me

For the most p&, the tests came with littlwarning and occurred on all shiftélt is
anticipated that unless a sample plan is usadh operatowill perform roughly one
response related to each human IPL each y&4e)time to respondas recorded on the
index ard and later transferred to a summary spreadsheet

Based on such raw data, the site was able to (1) evaluate the degree to which they were
controlling human factors for the units, (2) identify which human responses qualify as
IPLs, and (3) validate th#e response is accurate enough and quick enough to qualify
for the PFD used as the credit for the IPL (which for basic LOPA, the PFD is limited to a
value of 0.1).Table 4provides a sample of the sipecific data for several similar

Human IPLs fromhe threesites.

For the Malaysia and Canada sites, the data was from the same operating area consisting
of multiple operators across 4 rotating shifts of 8 hours per shift and for the Texas site,
the shift was 12 hours.

All of the IPLs passed (all @pators performed each action correctly within the allotted

time) during these tests/drills. The labor to perform the test took less than 15 minutes per

test (including documentation time). After the initial resistance at each site to performing

the testthe subsequent tests were not resisted and in fact the operations staff embraced

the testing/drills since they saw many side benefits from the test/drills, inchirimg
enforcement of “what to do” withthal | parties
person recording the test, and the other operatbosnoticed the test in progrést.ead

operators and supervisors administered the test; very little training or coaching was

necessary to have the drills done properly.

All three sites believe isipossible to use a sampling of human error for similarly
gualified humans doing similar response or proactive tasks. (This is because the
responses for alPLs were the same when the same operator acts on different alarms or
when different operators aoh the same alarmsA sample plan of perhaps only 5% to
10% of the number of humaask pairs may be necessary to have a valid statistic for
human error for a “type of action.”’

the mind processes infoation and how human take the necessary actions for similar
situations. Obviously, sampling can greatly reduce the measurement and documentation
load for validation of human error rates. If sampling is used, the sites suggested that:

Sampl in

1 The site should fst screen which response can be grouped together into general types
of response IPLs. Then a lesser percentage will need individual validation drills.



Table 4. Site-Specific Validation of Human Response IPLs®

Response Task

Number of
Test
Performed

Average
Response
Time
(minutes)

Maximum

Average Number
Response Time | Failures

(minutes)

PFD
(average)

LOPA
PFD

Company A (USA), Site 1
IPL 1 ABP: High Temp in Generator 6 2.3 10 0 0.1
IPL 2 ABP: Loss of Acid Flow to Generator 12 2.2 10 0 0 0.1
Company B (Canada), Site 1
IPL 1 Low Seal Gas Pressurg to Turbo-Exchanger 5 57 15 0 0 01
Bearings
IPL 2 High Lube Oil Temperature i XX Compressor 5 6.3 30 0 0 0.1
IPL 3 Low Level Emergency Alarm -- Steam Drum 5 4.9 15 0 0 0.1
IPL 4 High-High Lube Oil Temperature 1 XX 5 6.1 30 0 0 0.1
Compressor
Company C (Malaysia), Site 1
IPL 1 High Level on Ammonia Absorber Column 10 51 15 0 0 0.1
IPL 2 Low Temperature Alarm on Ammonia 10 4.9 15 0 0 0.1
Compressor Discharge
IPL 3 Low Level in CO, C(()jrr]:fr)]:essor Interstage KO 10 70 15 0 0 0.1
IPL 4 High Level on High Pressure Carbamate Heat 10 6.1 15 0 0 0.1
Exchanger
IPL5 High Pressure High Pressure Carbamate 10 50 15 0 0 0.1
Condenser
IPL 6 High Pressure on Steam Co_ntroller to Rectifying 10 54 15 0 0 0.1
Column Recirculation Heater

®Data provided by 3 companies (USA and Malaysia)




1 Perhapslojust 1 or 2 drillsper shift per group per yetor the simplelones on some
periodic basis; that giveschance to test feasibilityngke surezalvesarenot locked,
make sure a valve wrench or oth@olsareavailable, etg.

Human performance sampling is discussed in more detail later in this paper.

5.1.3 Adjustment of Results for Stress

As mentioned, this data (as with all drills) is collected durisgraulation of a call for

action. In a real everthe stress to perform the task correctly would increase the

averageerror rate. NRC estimatée$ the stress for this type of penergency response

action (versus emergency response and evacuation) Willé | y not be “extr eme
wi || be “high,” in which case a conservative
from the test/drill case. It is likely not possible to get a drill that accurately mimics the

stress of a real alarm event, so there hidlly always be a need to adjust data for

increases in errors due to stress. It is likely more appropriate to double the observed error

rates (observed PFDs) rather than doubling the observed response time. But in either

case, the IPL datacollectedoab e must still “pass” when adj us
be validated using Si8pecific Data.

5.14 Comments from Site Personnel on Collection of Sjitecific Data

Below are responses from the sites to daestrelated to the measurement

1 How much labor did each performance test take (on average)?

o The majority of the labor was with the actual operator going out to the field to
,take action" on the ,alarm". Prep tim
10 datapointsfor each of 2 to 8PLs, the prep time for each test was minimal
as the cards were prepared beforehand and the recording takes less than 10
seconds.

0 The test time was abolb minutes per operator per test.

0 Recording time was negligible.

1 How much work doyouthink this wouldbe longerterm (after getting in the habit
and working any bugs out)?

o Not much difference in time as thestingprocess was picked up after tHe 4
to 5" data point in the unit, so it did not take long to gethinimal effort”
One benefit of the testastheree nf or cement of “what to do
involved (the person doing the test, the person recording the test, and the other
operatorsvho noticed the test in progress

o0 The hard part is getting that-fimnt commitment; after doing a few tes
doing more was no issue.

1 Do you feel such data is necessary for each human response IRhdther words,
do you think a 510% sample of related type of responses would suffice?)



0 The response for all the IPLs were the same when the same operator acts
different alarms or when different operators act on the same alarms. If this is
the case, we probably can use a sampl e
of alarm.
0 The site should first screen which response can be grouped together into
general ypes of response IPLs. Then a lesser percentage will need individual
validation drills.
o Perhapslojust 1 or 2 drillsper shift per group per yetor the simpleiones
on some periodic basigdydt gives you a chance to test feasibilihake sure
valvesnot locked make sure valve wrench or otheolsareavailable, etc).

1 What improvements should be made to the tests/validation scheme?

o If we make the simulation a little bit sophisticated, we may be able to induce
stressand surprisémaybe create sonuksorientation or carry out the tesn
notso-smooth situations such as when Gene Hackman commdracmissile
drill at the end o minor crisis in the movi€rimson Tid¢ so that we can get
closer to the actual critical sitians. This would obviolg needto be under
very controlled conditions.

o Perhaps with simulators or other method
and diagnosis” of the alarm in the same

1 Who administered the te®t
o This varied across the three sites, but were eitlaet production engineer
shift supervisor(mostly), PSM Engineenr Shift Executive (Engineer)
althoughthese latter two wenmore in an observer capacity.

1 Who do you think should admin the tests in future?
0 Same or dead Operatqrwhich is basically an expefrom the operator
ranks.
0 Shift Supervisor levelln the Malaysia company this is the highest level for
nortdegree holders in operatiofw it can also be a newly graduated
engineey.

T What unit was this in?
0 This was a small batch plant in TexAsnmonia Plant and Urea Plant in
Malaysig and a specialty continuous chemical plant in Alberta Canada.

1 Overall feeling of the exercise?

0 The staff said it was easy to do and didn't have much difficulty in setting it
up.

o |Initially, probably due to not fullyeeing the whole picture, it was seen as a
burden to do.Convincing was required to explain the potential beneBist
the plant staff rose to the occasion and the actual implementation was not so
bad judging by what was able to be achieved even withrthnned
shutdowns that happen to occur in the month when the validation tests were
run.



5.2 Approach to Using a Statistical Sample Plan for Validation of Human IPLs.

It is important to ensure that0al value is indeed valid before using a human IPL.

Rather than testing 100% of the responses by 100% of the operators, it is normally valid

to use a sampling plan. Thisaspecially true for groups of responses that are similar in

action and response ti me. US N&mil@al [ uded t o
CFR 55.59, indicating that this may be acceptable for validating human response to

triggers (i.e., for validating Human IPLs). Statistical techniques developed decades ago

are used to establish a basis of acceptance of all kinds of productsatesals,

components, etc.See Walpole, 2006, and other standard textb@miypical approach

on statistics and samplingTlhese methods can also be used to validate Human IPLs.

The ample plan approach must group similar type of actions and si@#ponse time
requirements. For a sample plan approach, choice of responder and trigger must be
chosen at randomrThe lot size is the product tienumber of responders multiplied by
the number of similar response actions in the group.

As a rough rué of thumb, the sample should be about 10%%of your total populaon

of data, but not smaller than 83@mplesandnot greater than 350 to 58@mples The

sample size and number of failures before the PFD is invalid is related to the confidence
leveland margin of error that is acceptable to the organization. A confidence level of
95% and an error margin of 5% indicate that the result of your testing (validation of a
Human IPL) will be within +/5% of the true PFD 95% of the time the validation tegti

is performed.

The correct sample size is anfion of those three elementyour universe (how many
people multiplied by the number of actions; each pairing makes up a Human IPL), the
desired error margin, and the preferred confidence level. PEovdlidation purposes, it

is likely reasonable to use a 5% error margin at 95% confideBelew are typical

sample sizes (the first at a 10% error margin, the second at 5%):

50 in the population, sample 33 or 44
100 in the population, sample 4980

200 in the population, sample 65 or 132
500 in the population, sample 81 or 217
1000 in the population, sample 88 or 278

The trend above approaches a lithathardly moves abova350 sampleizeno matter
how large the populatigior a 10% error margin (arapproaches limit of 500 for a 5%
error margin). The sample size can also be approximated uSijgtion1 below:

. o | Z%* (p) * (1-p)
Equation 1: SS (for infinite population) = o2

Where:



1 Z=2Zvalue (e.g. 1.96 for/b% confidence levelor singlesided, normal
distribution; note that though human action is pass/fail and so is typically
described using binomial distributions, for large populations/groups, a
normal distribution approximates a binomial distribujion

1 p =percentage picking a choice, expressed as decimal (0.9 used for
Human IPL sample size determination)

1 c =confidence interval, expressed as decimal (e.g., .05= +5%)
This calculation then must be corrected to accourd forite population (validation SS)

SS
Equation 2: Validation SS (finite population) = 1+ SS-1
population

Meeting acceptance criteria for a human response means that the procedures, training,

retraining, communication control, and all other human factors are achievingsihedd

result of no more than 1 wrong response in 10 demands. Rejection means that the PFD of

0.1is not valid (or that the control of human error needs improvement for the PFD to

remain valid). When applying this sampling plan to a validation of adiratiise IPLs,

the “acceptance” criteria (the desired respo
consequence that is being considered in the L@RA, the operator response to the

alarm prevents the overflow.

Sampling plan schemes rely on developingdwdefinition of a "group.” For Human

IPLs, the group is aombinationof similar operatorglikely all "qualified, independent"
operators are treated equally for this purpose)sandar responset® similar triggers
Creating this grouping takes el consideration by a multipldisciplinary team (with

heavy emphasis on the operators on the team composition), to ensure the grouping of
IPLs makes sense (i.e., use expert judgment). Although it is likely that all operators can
be lumped into the sanstatistical group (if they are selected at random for validation
drills of IPLSs), the triggers and responses will need to be grouped to ensure that
validation of one trigger/response is essentially the same as validating other
triggers/response within tteame group.

Next, the sample size and pass/fail targets must be estimated. This is based on the size of
the groupings, the confidence level desired in the result, and the expected error margin
(distribution) of the results.

1 One method for determinirgample size is to use Equatibmnd2 discussed
earlier. After the sample size if determined, then the pass/fail target (to prove if
the hypothesis of a PFD of 0.1 is valid or invalid) can be etgun@efer to
statistical textbooksor this derivatioi.

1 Another recognized standard for determining the sample size and the pass/fail
targets is to use ANSI Z1.4; this standard is now incorporated by referentge with
theUS MIL standards for lot sampling and pass/fail determination. Examples



calculationsand the resulting savings achievable by use of sample plans are also
provided in ANSI Z1.4.

Example Calculatiors: Using the same theoretical example as before with 20 operators
and 130 alarms that require response, the total population of combiradtiesponses
and operators is 2,600.

Case A: For one case, assume that all actions and all operators are equivalent and
so the population makes up one group. In this case, at a confidence level of 97.5%
and a confidence interval of 5%, the sample aijasted for the finite population

would be 131. So, only 131 combinations of operators and alarms/actions would
have to be validated (tested) each period (and a typical period is each year). This is
about 5% of the total population of human IPLs anthsovalidation would likely

only take .05% of a staff year per operator, or 1 hour per year per operator (a very
small investment in time for validation of IPLs). For this sample of 131 validation
test, if 8 or more fail to accomplish the action in tbguired time, then All human

IPLs have failed their validations. In addition, this is without counting for the stress
of an actual response. If the error rate is doubled to account for stress, then the
number of acceptable failures is cut in half, saliersample size of 131, if 4 or

more fail, then All human IPLs have failed their validations. If the validation

failed, then the site would likely enlarge the sample size atesteand/or find out
where the problems are occurring and work to improgagesponse success.
Regardless, the workload would be less with sampling and the company would
obtain valuable insights into where to focus improvement efforts for Human IPLs.

CaseB: For this case, assume that not all alarms/actions are equivalesti|lbut

assume as in Case that all operators are equivalent. Further assume that the alarms
and actions can be separated into 10 groups of 13 similar alarms/actions each. In
this case, the population of any one group is 20 operators multiplied by 13 alarm
actions for a total of 260. In this case, at a confidence level of 97.5% and a
confidence interval of 5%, the sample size adjusted for the finite population would

be 91. So, 91 combinations of operators and alarms/actions from each of the 10
groupswould have to be validated (tested) each period (and a typical period is each
year). This is about 35% of the total population of human IPLs and so the

validation would likely only tak®.35% of a staff year per operator, or 6 hour per

year per operatoa(small investment in time for validation of IPLs). For this

sample of 91 validation test, if 6 or more fail to accomplish the action in the

required time, then all human IPLs in this grouping of 13 alarms or actions have
failed their validations. In adlibn, this is without counting for the stress of an

actual response. If the error rate is doubled to account for stress, then the number of
acceptable failures is cut in half, so for the sample size of 91, if 3 or more fail, then
all human IPLs in this@uping have failed their validations. If the validation of a
group of alarms failed, then the site would likely enlarge the sample size for that
group and rdest and/or find out where the problems are occurring and find ways to
improve the response s&ss. Regardless, the workload would be less with



sampling and the company would obtain valuable insights into where to focus
improvement efforts for Human IPLs.

Table5 provides various Sample Size and the Maximum Number of Failures (pass/fail
target) usg standard statistical methods (such as Equatiammd2); this table includes
the data for Case A and B above.

6. Estimation of PFD Using Generic Human Factor Data and
Calculation Approach

An alternative to collecting your own data to validate the Pk fouman IPL is to
calculate the PFD by combining expert judgment and generic and predicted data (see
CCPS textGuidelines for Independent Protection Layers and Initiating Events, Appehdix B
and the paper by Stat®. The calculated value is then ugedsalidate the PFD value to

be used in LOPA.

The PFD is calculated by combining a baseline unreliability value with Performance
Shaping Factors (PSFs), also called human factors ba3etine unreliability value
depends on the type of activity and geally isset at 0.01 for a response activity when
used for basic LOPA(Note: the baseline error rate can be as low as 0.001 for an
initiating event activity, where time pressure is not a factor, such as following a
procedure to startup a unit.JThe céculation steps use the following PSFs that are
specific to the response task:

1 Number of steps in the procedure

1 Number of activities or alarms per year
9 External stress factors

1 Communication factor

1 Feedback factor

In addition, this value must be adjusfeda general score on global human factors issues

at the site, such a control of fitness for duty (most notably control or not of fatigue), work
environment, and human system interface. This global human factor issues adjustment is
described at the end this section.

6.1 Example of Calculation Approach, before Adjustment for Global Human
Factors Issues

The example below illustrates this approach.

Number of steps in the procedurdf the number of steps in a procedure is less than 10,
then the PSF muftiier = Number of steps/10, otherwise the factor is =1.0.



Table 5: Sample Size and Acceptance Criteria Estimation for Human IPL Validation (single-sided Z test; for
normal distribution)

c=
confidence |Validation SS Acceptable failures to have Z Therefore, the PFD of
SS= interval = sample size Expected average | confidence (95% if Z = 1.645) that| the human response
sample size (related to adjusted for number of failures |the entire population has less than|IPL is not 0.1 or better if
pop = actual | based on p= expected actual % of actual per test period | 1-p error rate (accounting for one | the number of failures
size of infinite Confidence | anticipated range of population | population | using the sample | side of the confidence interval are equal to or greater
Employee | Alarms population | population | Z value Level PFD results; +/-) size sampled size [+%] of the test plan) than:
20 130 2600 59 1.28 90% 0.9 0.05 58 2 5.8 3 4
20 13 260 59 1.28 90% 0.9 0.05 48 19 4.8 2 3
20 130 2600 97| 1.645 95% 0.9 0.05 94 4 9.4 5 6
20 13 260 97| 1.645 95% 0.9 0.05 71 27 7l 4 5
20 130 2600 138 1.96 97.5% 0.9 0.05 131 5 131 ¢
20 13 260 138 1.96 97.5% 0.9 0.05 91 35 9.1 5 6




Number of activities or alarms per yearAn activity frequiency factor used as the PSF
multiplier for the number of activities or alarms per year is obtained from Equation 3:

Equation 3:  Activity Frequency factor = (12/frequency per y&dr)

External stress factors The External Stressor Fact@ne provided for stress, conflict
with normal expectationgand distractions ith values ranging from &henan @erator
has significant distractiong to 15 in whicksome tasks ithe procedure need to be
executed in close proximity the portion of the unit thas in a more dangerous mode
for this accident scenario

Communication factor The effectiveness of communications has been shown to be a
critical factor where a key operator is responding to an alarm. Values of 1 are assigned in
cases where anaam is received and acted upon by a single person up to a maximum 5 in
situations where an alarm is received and acted upon by multiple people in different
locations and the communication between the people is verbal by phone or radio.

Feedback factor: Feedhackallows the operator to take additional action if the intended
results do not occur, if there is sufficient timéthere is no feedback, then a PSF figure
of 1is used, with the lowest value being 0.0th#é feedback isnmediate and

compelling.

Example: Consider the case of responseathigh temperature situation in a
monomer tank, which could lead to a runaway reaction and possible tank failure.
Theselection of values and the resultrajculation of the human response IPL

for this s@nario @e presented in Tablg

The calculated PFD for the human IPL in this case (interim result) is:
0.01 x1x1.57x6x5x0.16:047
Therefore a PFD of 0.10 would be valid in LOPA.

However, if the tank farm fire water monitor were activated fronctrerol

room, by the control room operator, then the alarm would be received and acted
upon by a single person (so the Communication PSF Value becomes 1) and is
checked by a video monitor in the control ro(esa the Feedback PSF Value
becomes 0.05}hen he calculated PFD for the human IPL in this casid an

interim result) would now be:

0.01x1x1.57x6x1x0.056005

Therefore a value of 0.01 should be valid for use of this human IPL in a LOPA
scenario.



Table 5: Estimation of PFD of Human IPL Using Calculations

PSF

Step Validation Step Perception, Diagnosis, and

Value Probability

# Description

Activities Involved
(type of action
required) - this sets
the baseline
probability

Number of steps

(multiplier)

Number of activities
or alarms per year

External Stressor
Factors

Communication
Factor

Feedback Factor

Response Activities

Board operator acknowledges
alarm & contacts field
operator to put fire monitor
spray onto the monomer tank
to control high temperature
detected/alarmed in the tank

10 steps in the actual
procedure, including
immediate actions, diagnosis,
and feedback checks

Estimate of 2, since operator
is trained or tested annually
on what to do and there is
also about one event per year

Field operator does not have
to go to monomer tank
(hazardous zone) to verify the
temperature; there is remote
display from multiple
indicators in the control room;
independent of alarm. Field
operator does not have to go
near the monomer tank.
Control operator still under
threat of taking wrong
actions.

Board operator and field
operator have two way push
to talk cell phones to work
through the trouble-shooting
guide

Board operator would
observe tank temperature
after water spray application
by field operator, and field
operator still required to
observe water spray from
safe distance, so feedback is
good

Interim 0.047 << Calculated PFD for this
Result ) Human IPL
<< PFD to use for this
FINAL 0.10 Human IPL (must be equal
RESULT ’ to or less than 0.1 to allow

this Human IPL)




6.1 Example Adjustment for Global Human Factors Issues for the Site an#lode of
Operation

The value above did not pealjust the baseline human error rate for the mode of
operation and for the specific site. oBal Human Factors Issues that are different for
each (1) mode of operation and (2) site include:

1 Fitness for Duty
1 Work environment
1 Human System Interface

Many approaches have been propoBedjualitative scoring (excellent, good, fair, poor)

and forquantitative estimation of global human factors issues, such as-SFARhese
approaches share a common strategy of combining the multiplying effect that poor
human factors can have on baseline error rates. For an IPL, the baseline rate is normally
sd at 0.01 because of the success rate reduction imposed by a limited time to take detect,
decide, take action, and verify the respon&s.stated in Table 1, each human factor
deficiency can have a multiplying effect on the number of human errors:

Fitness for Duty Control
1 Fatigue— Can affect error rates afactorof up to 20times.
1 Other fitness of duty issuesCan affecterror rates by a factor of up to 20 to 50
times

Work EnvironmentControl
1 Can affect error rates afactorof up to 5 times

Human-System Interfacé&Veakness
1 Canincrease human error rates bytittesor hi gher (especially i
violated, where a nega# effect of 20 to 50 timas assumed, but we are
assuming that a LOPA scenario evaluation or PHA/HAZOP analysis prior to
LOPA would have already eliminated any violation of hursgstem interface
norms.)

It has been noticed that even in accidents involving a combination of human system
weaknesses, the error rates for lamsiappears to reach a platea@@¥ maxinum (or 1

mistake in 5 steps). Therefofe? is the upper bound for a PFD for a human response

IPL and 0.01 is the lower bound.n®approachistos e t he esti mates of t
factors for fitness for duty control, work environment control, and hesyatem

interface weaknesses to adjust the interim human error rate calculated in section 6.1, but

limit to the bounds just statedrable 6 liss typical multipliers we use for Global Human

Factors Issues.

SPARH typically has larger multiplying effe, but weadjusted these to match the 0.01
to 0.2 range for PFD for a human response IPL.



Table 6: Adjustment Factors for Estimation of PFD of a Human Response IPL
Global Human Factors Issues (based on SPAR-H

14)

Human Factor Multiplier for
Human Factor Issue/Level Cognitive &
Category ) .
Diagnosis Errors
. Unfit (high fatigue level, illness, strong medication, not 10-20
Fitness for . ;
Duty physically cgpable of job today)
Degraded Fitness 5
Nominal 1
Work Extreme (high noise, heat, vibration; too cold) 5
Environment Good 1
Human-Machine Missing/Misleading (violates what is normally expected) 10-20
Interface Poor 5
(includes tools) Nominal 1
Adjustment Approach:

1. Rank theHuman Factors Issue/Level using the qualitative terms in the middle
column of Table 6.

2. Sekct the matching multiplier in the righand column.

3. Multiply the Interim PFD (as calculated in Tablel®y)the multipliers, but do not
exceed a PFD of 0.2

4. If using Basic LOPA, do not use a human response IPL that has a PFD greater
than 0.1.

One obvioudenefit of this adjustment approach is that it raises attention to the gains
possible on improving human factors to drop these multipliers closer to 1.

7. Human Errors as Related to Impact on Non-human IEs and IPLs
(such as SIS and Relief Systems)

In addifon to having a direct impact as an IE or as failure of a human IPL, human error
can of course impact all other IEs andl$Ras well. This is becausd safeguards are
ultimately controlled and maintained by humans. Typically, a baseline human ezror rat
of 1 error in 50 steps is reasonable, or for excellent control of human factors, a baseline
error rate of 1 error in 100 steps may be achi¢aedlescribed earlier)his baseline

error rate then can increase iétbontrol of human factors slip, assdebed earlier in this
paper. Increasing human error rates in inspection, calibration, maintenance, quality
control of part, commissioning (or-temmissioning activities) will impact the failure

rate of engineered IPLs or cause more frequent initigeqts.

Below are some examples of how human factors control the reliability of all IPLs and
IEs:

Example related to IE wrong materials of construction receivedf the humans fail to
control or detect errors during selection and use of materialsnstruction, then perhaps



the wrong grade of steel or other material will be usedproeesenvironmenthat is
highly sensitive to materials of construction, such as highly corrosive service or
cryogenic service.So, he IEF will be may times highethan expected.

Industry datan the 1990s indicateithat the materialdelivered were different than what

we specifiedabout 3 to 7% of the time. Positive material identification (PNd¥

employed taletect and coect such failuresbut plant data gigests thatising 100%

PMI at receivingoweredthe composite error rate to 1% and that another 100% PMI of
“amsel|l ded i n t htlee cdmbired drror rdtecaloati0.8%. This still let

large number of components that may be of the wrong rakstern the past 10 years,

the use of PMI throughout the entire supply chain has dramatically improved and third
party inspectors are now expert at PMI checks as well. This about a 10 fold reduction in
the number of parts received that are the wrongnads of construction; the error rate is
now below what is measureable by plant staff doing 100% or 200% PMI checks.

Example related to IPL high integrity SIS: Safety InstrumentedyStems (SISgan be
designed to provide risk reductions of 1, 2, @r@ers of magnitude. However, even the
best designed SIS can be negated if (1) the root valves for the sensors are left closed or
(2) a bypass valvaround an emergency isolation vaisdeft open. @her erors are also
possible; for instance theimars may becapable of revaluing trip points, etc., in the
safetyrated PLC, given enough time to learn these shortcuts and given enough spurious
trips to make them want to use such a short€te current versions of SIS standards do
not explicitly requirevalidation of the control of human factors and the resulting human
errors that can leave tlvalves in the wrong positioor otherwise increase the PFD of the
SIS The current versionsf the standardalso do not explicitly require validation of the
likelihood of other systemic errors, such as plugging of sensor portsbgneinants

through the system, which would be@nmon cause failure mechanism for all port
Although a SIL 4 is allowed b{eC 61508, with a PFD of <1t o %:itlisOvery

unlikely to controlhuman errors low enough istall or maintain a SIL .4 Similaty,

due to the complexity of the analysis of human errage@ated with in situ testing of

SIS, asic LOPA only allows usef &1L 1, unless the systemic errors of leaving SIS
bypassed is accounted for rigorously in the SIL verification. step

Example rehted to IPLT pressure relief systemaMany relief system IPLs can have a
PFD of 0.01 or better, assuming the rest of the process does not interfere or restrict the
flow. However, if you have a block valve upstream or downstream of a relief device,
thenleaving it closed will negate the entire value of the relief system. A human
reliability analysis of existing plant practices is neededstablishthatthe PFDis better
than0.1, and excellent sustained control of human factors is necessary to maintain a PFD
of .01 orbetter for a relief systenbecause of the relatively high probability that a human
will leave a block valve closed upstream or downstream of a relief v@eemon

industry data for human error rates indicates that the error of leaving such a block valve
closed will likely be the dominating failure mode for the relief system, so including block
valve upstream or downstream of a relief device (though allow&BME with
administrative controlsyill need to be evaluated by a sigfdre assigning a PFD for the
combination system (comprised of the relief system and block valveg)conservative



PFD of 0.1 is therefore used as the default value for relief egtat have blocks valves
upstreanor downstream of relief devices, unless a human reliability for the plant proves
otherwise.A preferred design is to install dual relief valves with a single valve
arrangement (8vay valve) that helps ensure againsicklog flow to the orstream relief
valve.

8. Conclusion

Control of human factors is key to achieving high reliability of processes. Poor human
factors lead to higher initiating event rates and less or no value for IPLs. Proper control
of human factors c¢abe achieved by following industry best practices (not minimal
regulations and codes/standards).

Failing to control human factors will result in the time invested in LOPA to be wasted,
and more importantly will lead to more accidents. Simply instatinclaiming IPLs

will not change the critical dependency all plants face on controlling-nisk control
always depends on human factor control.
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